ABOUT SEARCCT

The Southeast Asia Regional Centre for Counter-Terrorism (SEARCCT) was officially launched on 1 July 2003 by then Minister
of Foreign Affairs Of Malaysia, the Honourable Dato’ Seri Syed Hamid Albar.

SEARCCT serves as a leading Centre in the Southeast Asia region to train and enhance the capacity of law enforcement and
goverment officials on counter-terrorism issues in collaboration with established think-tank, related institutions and international
organisations. The Centre also serves to promote Malaysia’s perspective on how best to deal with terrorism and to provide a
comprehensive approach to counter-terrorism. These suits with Foreign Minister’s desire to take SEARCCT to a higher level in the
realm of counter-terrorism within the Asean region.

In order to implement its mission, SEARCCT utilizes various training courses, conferences, and forums to discuss and
disseminate the imperative to have a multi-pronged and multi-faceted approach in countering terrorism. To give more focus, since
2018 SEARCCT has reconstructed its flagships from seven to five. These flagships today are:

* Investigation and Legal Aspect,

* CBRNE and Crisis Management,

* Critical Infrastructure Protection,

* Terrorism Financing, and

 Countering Violent Extremism (CVE) and Preventing Violent Extrimism (PVE).

From August 2003 to December 2018, a total of 239 training courses, were conducted with the participation of 9,373 local and
foreign officials. SEARCCT programmes include field visits as well as practical and simulation exercises designed to add value and
provide an interesting learning experience for the participants.

In 2018, SEARCCT took the initiative to further strengthen its programme syllabus, enhance existing collaborations with
relevant local and foreign institutions, and establish further links with international and regional organisations, such as the United
Nations and ASEAN. Programmes developed by SEARCCT focus on existing and perceived future threats, while catering to the
needs of its clientele. Since its inception, SEARCCT has had numerous collaborations with foreign and local agencies. In 2018,
SEARCCT collaborated with the United Nations, Embassy of the United States of America, New Zealand High Commission, Canadian
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High Commission and Embassy of France. As such, SEARCCT welcomes proposals for productive collaborations with local and
foreign institutions and organisations to enrich its programmes. SEARCCT also organises public lectures, forums, roundtable
discussions, seminars and workshops for interested organisations and individuals. They include, among others, government officials,
academicians and university students, representatives from think tanks, non-governmental organisations, training institutes, as well
as members of the diplomatic corps based in Kuala Lumpur.

Although this prospectus only reflects several collaborators, changes and conditions of co-operation with other partners will be
included once the details of joint-training programmes have been confirmed. The list of programmes and collaborators are therefore
not exhaustive.



SEARCCT TRAINING PROGRAMMES FOR 2019

No

10.

11.

Programmes
CYBER SECURITY: CYBER INVESTIGATION — CYBERSECURITY MALAYSIA

FORUM UNDERSTANDING TERRORISM AND COUNTER TERRORISM
IN MALAYSIA — AKADEMI ANGKATAN TENTERA

CBRNE FIRST RESPONDER TRAINING WORKSHOP - SEARCCT

COMMENTWEALTH YOUTH PROGRAMME — MINISTRY OF YOUTH AND SPORTS

DEVELOPING A WHOLE-OF-GOVERNMENT SOFT POWER RESPONSE TO
TERRORISM AND EXTREMISM - SEARCCT

AVIATION SECURITY WORKSHOP (1/2019) — SEARCCT
COUNTER TERRORISM FINANCING WORKSHOP (1/2019) - SEARCCT

THEORY TO PRACTICE: PREVENTING/COUNTERING VIOLENT EXTREMISM
(P/CVE) IN MALAYSIA TODAY — SEARCCT

HEBAT YOUTH : POSITIVE EXPRESSIONS (HYPE) — SEARCCT

CBRNE FIRST RESPONDER TRAINING WORKSHOP FOR ROYAL MALAYSIAN
POLICE (CBRNE DEPARTMENT) - INTERMEDIATE — PDRM

DEVELOPING A WHOLE-OF-GOVERNMENT SOFT POWER RESPONSE TO
TERRORISM AND EXTREMISM — MALAYSIAN NATIONAL SECURITY COUNCIL

Dates

25-28 FEB 2019

1 MAR 2019

26 — 28 MAR 2019

1-5APR 2019

8 —-12 APR 2019

22 -26 APR 2019

22 - 26 APR 2019

30 APR 2019

4 MAY 2019

17 - 21 JUN 2019

24 - 26 JUN 2019




12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

COUNTERING IMPROVISED EXPLOSIVE DEVICE (CIED) AWARENESS AND
DISPOSAL TRAINING

ASEAN REGIONAL FORUM (ARF) — WORKSHOP ON AVIATION SECURITY AND

INFORMATION SHARNG — UNITED STATES

MTCP — CBRNE: FIRST RESPONDER TRAINING PROGRAMME
LEGAL FRAMEWORK ON COUNTER TERRORISM - ILKAP
ACTIVE SHOOTER RESPONSE - PDRM & NCIS

PREVENTION AND RESPONSE TO SUICIDE BOMBING INCIDENTS (PRSBI) -
NCIS

ENHANCING PORT SECURITY AGAINST TERRORISM WORKSHOP - JOHOR
PORT AUTHORITY & NCIS

AVIATION SECURITY WORKSHOP 2/2019 — SEARCCT
COUNTER TERRORISM FINANCING WORKSHOP 2/2019 - SEARCCT

MTCP -WORKSHOP ON THE DYNAMIC OF YOUTH AND TERRORISM
CBRNE FIRST RESPONDER TRAINING WORKSHOP FOR KTMB

CBRNE TERRORISM AWARENESS AND MEDICAL EMERGENCY
CONSEQUENCE MANAGEMENT WORKSHOP - MINISTRY OF HEALTH

TRAINING OF TRAINERS (TOT) COUNTER TERRORISM FINANCIAL
INVESTIGATION WORKSHOP - INTERMEDIATE — AUSTRALIA

1-7JUL 2019

8 —-12 JUL 2019

16 - 25 JUL 2019
29 -31 JUL 2019
5-9 AUG 2019

19 - 23 AUG 2019

AUG 2019 (T.B.C)

9 - 13 SEP 2019
9 - 13 SEP 2019

17 - 25 SEP 2019
23 -27 SEP 2019

30 SEP -4 OCT 2019

8 -11 OCT 2019




25.

26.

27.

28.

MANAGEMENT & REHABILITATION OF TERRORIST SUSPECTS WORKSHOP -
PRISON DEPARTMENT

CBRNE FIRST RESPONDER TRAINING WORKSHOP - MALAYSIA’S
DEPARTMENT OF CHEMISTRY

CRITICAL INFRASTRUCTURE PROTECTION - SEARCCT

WORKSHOP ON ROLE OF MEDIA IN CVE & RADICALIZATION LEADING TO
TERRORISM — MALAYSIAN PRESS INSTITUTE

15-17 OCT 2019

21 -250CT 2019

4 -8 NOV 2019

T.B.C.




CYBER SECURITY: CYBER INVESTIGATION

Duration : 3 days

Date : 25 — 28 FEB 2019

Collaborator : Cyber Security Malaysia
Participants : 30 local participants
Coordinator : Mr Ahmad Tajuddin Mohd Said

Objectives:

e To highlight the importance of cyber security issues related to the Critical National Information Infrastructure (CNII) as well as
the trends of technology and evolving cyber threats including cyber terrorism;

e To empower the participants with cyber investigation methods and techniques;

e To develop skills in cyber forensics investigation from acquisition, preservation, analysis to report submission; and

e To serve as a platform for networking and information sharing as well as collaboration among the participating agencies in
cyber investigation.

Learning Outcomes:

e Participants’ knowledge on latest trends of the use of internet by terrorist will be enhanced.

e By the end of the programme, participants will be able to apply the cyber investigation steps and processes.
e The coordination between agencies will be enhanced through group exercises and simulations.

Module Contents:

e Terrorism, Cyber Terrorism, Cyber Security Landscape and Cyber Security Benchmarks;

¢ |Initial incident response, Cyber Forensics, and digital crime scene evidence acquisition, investigation reporting;
e Approaches in Countering Cyber Investigation, Case Studies, Hands-on Practical Exercises and Field visits.



CBRNE FIRST RESPONDER TRAINING WORKSHOP

Duration : 5 days

Date : 26 — 28 MAR 2019
Collaborator : In house programme
Participants : 30 Local Participants
Coordinator : Capt Sulaiman Sofian

Objective:

To enhance the knowledge and understanding of the participants on CBRNE threats and response to CBRNE terrorist incidents
at the intermediate level.

Learning Outcome:
Participants are able:-

To define the types of CBRNE elements;

To identify a CBRNE incident and the basic response mechanism;

To know the do’s, don’ts and other misconceptions pertaining to CBRNE incidents; and

To understand the CBRNE multi-agencies response mechanism and know the related equipments used by the responsible
agencies.

Module Contents:

Overview on key response tasks — Differences between basic level responders and intermediate level interveners; and
Advanced Lessons and Practical Exercises on handling of all the CBRNE agents, including Devices and Methods of
Dissemination, Evidences and Sampling Methodologies; Donning of Protective Equipments and Decontamination Process;
Insertion into Incident Scene, the Recee Concept, Safety Procedure etc.



DEVELOPING A WHOLE-OF-GOVERNMENT SOFT POWER RESPONSE TO TERRORISM AND EXTREMISM

Duration : 3 days

Date : 8 — 12 APR 2019
Collaborator : In House Programme
Participants : 30 local participants
Coordinator : Capt Sulaiman Sofian

Objectives:

e To prepare participants for the current Daesh threats;

e To encourage knowledge-sharing, exchange of views and experiences in addressing the problem;
e To identify best approaches and practices in countering the Daesh elements in Malaysia.

Learning Outcomes:

e To understand Daesh’s narratives;

e To understand specific characteristics of the target audience;
e To develop critical thinking and build a ‘mental firewall’, and;
e To develop counter-narratives as a response.



AVIATION SECURITY WORKSHOP (1/2019)

Duration : 5 days

Date : 22 — 26 APR 2019 (1/2019) and 9 — 13 SEP 2019 (2/2019)
Collaborator : In House Programme

Participants : 20 - 30 local participants

Coordinator : Asp Firman Adi Rahmana Norsalim

Objective:
e To enhance the knowledge of participants on AVSEC and to create awareness among participant on terrorism attack as well as
ensuring the safety of all airport stakeholders, supporting national security and counter-terrorism policy.

Learning Outcomes:

e To identify various security risks that would threaten aviation security;

e To understand the need to safeguard the civil aviation operations against acts of unlawful interference or possible terrorist
attacks;

e To understand the importance of strict compliance of regulations and effective standard operational procedures (SOP) under
the requirement of the international Civil Aviation Organisation (ICAO) and local aviation authority; and

e To share and exchange knowledge and experiences on the various challenges and best practices on security duties at airports
and other aviation facilities.

Module Contents:

e Update on International Civil Aviation Organisation and its requirement;
e International Responses to Significant Aviation Events;

e Regulatory Oversights on Aviation Security;

¢ Quality Systems on Aviation Security;

e Establishing an Effective Screening Points;

e Engagement with Regulated Air cargo Agents;



COUNTER TERRORISM FINANCING WORKSHOP (1/2019)

Duration : 5 days

Date : 22 — 26 APR 2019 (1/2019) and 9 — 13 SEP 2019 (2/2019)
Collaborator : In House Programme

Participants : 30 local participants

Coordinator : Mr Ahmad Tajuddin Mohd Said

Objective:

To expose the participants from relevant agencies tasked with financial dealings on the approaches and techniques on
countering terrorist financial investigation as well as to learn and share experiences on the good practices, challenges and
lessons learnt in carrying out effective terrorist financial investigations.

Learning Outcomes:

To understand and apply the various available approaches and techniques on countering terrorist financial investigation;
To understand the importance of financial intelligence; and
To establish networking to seek assistance and advice in the course of running investigations.

Module Contents:

Introduction to Counter Terrorism Financial Investigation;
Investigation Methodologies and Approaches;

Terrorist’s Financial Trends;

Financial Intelligence;

Emerging Technologies / New and Traditional Methods of Remitta
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THEORY TO PRACTICE: PREVENTING/COUNTERING VIOLENT EXTREMISM (P/CVE) IN MALAYSIA TODAY

Duration: 1 day

Date : 30 APR 2019

Collaborator : In House Programme
Participants : 50 local / foreign participant
Coordinator : Adlyss Adnan

Objective:

e To showcase existing P/CVE digital products that have been produced by local Malaysians.

e To discuss how practical P/CVE efforts can be improved in Malaysia, particularly through the ‘whole-of-government’ approach;

e To encourage and establish working partnerships between government and non-government organisations, with regard to
P/CVE initiatives.

Learning Outcome(s):

e Participants will be able to understand the thought-process that goes into creating and formulating P/CVE campaigns and digital
products;

e Participants will be informed of the current state of affairs with regard to terrorism and radicalisation in Malaysia;

e Participants will be able to expand their P/CVE network as well as have the opportunity to discuss their respective goals and
roles in combating violent extremism (VE).
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HEBAT YOUTH: POSITIVE EXPRESSIONS VIDEO COMPETITION AND CARNIVAL

Duration: Competition - 5 Months

: Carnival - 1 day

Date : 4 MAY 2019

Collaborator : In House Programme
Participants : -

Coordinator : Amanda Thomas

Objective:

To raise awareness on how extremism and radicalisation can impact youth and the community;

To encourage youth leaders/ambassadors to be partners in shaping comprehensive, community-based solutions to achieve a
greater outcome

To invite youths to be part of the content creation and dissemination of ideas, thus optimising the message amplification;

To empower youths as violent-narrative inhibitors, thus frustrating the efforts of extremist groups from intensifying their influence.

Learning Outcome:

Participants will be able to create content that will resonate with target audience that are similar in various aspects to them
Creating more community driven goals and understanding.

Participants will develop critical thinking towards what it means to combat extremist ideas and come up with concepts that are
current in the goal to promote national unity and tolerance

Develop counter-narrative as a response

Direct communication between government, non-government organizations and the public/students to discuss the roles that
each have to play in the area of combating extremism
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CBRNE FIRST RESPONDER TRAINING WORKSHOP FOR ROYAL MALAYSIAN POLICE (CBRNE DEPARTMENT) -
INTERMEDIATE

Duration : 5 days

Date : 17 — 21 JUN 2019
Collaborator : PDRM

Participants : 30 Local Participants
Coordinator : Capt Sulaiman Sofian

Objective:
e To enhance the knowledge and understanding of the participants on CBRNE threats and response to CBRNE terrorist incidents
at the intermediate level.

Learning Outcome:

e To define the types of CBRNE elements;

e Toidentify a CBRNE incident and the basic response mechanism;

e To know the do’s, don’ts and other misconceptions pertaining to CBRNE incidents; and

e To understand the CBRNE multi-agencies response mechanism and know the related equipments used by the responsible
agencies.

Module Contents:

e Overview on key response tasks — Differences between basic level responders and intermediate level interveners; and

e Advanced Lessons and Practical Exercises on handling of all the CBRNE agents, including Devices and Methods of
Dissemination, Evidences and Sampling Methodologies; Donning of Protective Equipments and Decontamination Process;
Insertion into Incident Scene, the Recee Concept, Safety Procedure etc.
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DEVELOPING A WHOLE-OF-GOVERNMENT SOFT POWER RESPONSE TO TERRORISM AND EXTREMISM

Duration : 3 days

Date : 24 — 26 JUN 2019

Collaborator : Malaysian National Security Council (NSC)
Participants : 30 local participants

Coordinator : Capt Sulaiman Sofian

Objectives:

e To prepare participants for the current Daesh threats;

e To encourage knowledge-sharing, exchange of views and experiences in addressing the problem;
e To identify best approaches and practices in countering the Daesh elements in Malaysia.

Learning Outcomes:

e To understand Daesh’s narratives;

e To understand specific characteristics of the target audience;
e To develop critical thinking and build a ‘mental firewall’, and;
e To develop counter-narratives as a response.
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COUNTERING IMPROVISED EXPLOSIVE DEVICE (CIED) AWARENESS AND DISPOSAL TRAINING

Duration : 7 days

Date : 1 — 7 JUL 2019

Collaborator : In House Programme
Participants : 30 - 40 local participants
Coordinator : Capt Sulaiman Sofian

Objectives:
e To enhance knowledge and awareness of the participants on the various types of Improvised Explosive Devices (IED) and to
train participants from the Bomb Disposal Units on the methods to safely dispose various kinds of IED.

Learning Outcomes:

At the conclusion of the programme, participants will be able:

e To identify, handle and control a situation where IEDs are or suspected to be present before the arrival of the Bomb Disposal
Units at the scene.

e To identify various types of IED;

e To handle and control a situation with IED presence for the purpose of eventual disposal; and

e To know methods in safely disposing various kind of IED based on the New Zealand model.

Module Contents:

e Coordinated Incident Management System and Multi Agency Response within the System;
e Management of IED Disposal,

e |ED and Explosive Hazard Tasking;

e Team Arrival and Initial Questioning Approaches;

e Render Safe Procedure (RSP) Plan Development and Conduct;

e Forensic Scene Handover; and

e Table Top and Field Exercises.
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ASEAN REGIONAL FORUM (ARF) - WORKSHOP ON AVIATION SECURITY AND INFORMATION SHARING

Duration : 2 days

Date : 8 — 12 JUL 2019

Collaborator : United States of America

Participants : 60 local and foreign participants

Coordinator : Mr Ahmad Tajuddin Mohd Said and ASP Firman Adi Rahmana Norsalim

Objectives:

e To highlight the importance of strengthening aviation border control measures that counter terrorist threats, especially the threat
of foreign terrorist fighters (FTF) travel, and assist participants in developing the necessary capacity and capabilities to
effectively provide a secure civil aviation environment.

Learning Outcomes:

e Participants will gain a better understanding of UN Security Council Resolution 2396 and will share best practices for
implementation.

e Participants also will be able to identify ASEAN regional priorities and challenges on topics including FTFs, watch listing,
passenger data exchange programs (API/PNR), and explore other procedures and screening measures.

Module Contents:

e Overview of Workshop Series: Assessment of Terrorist Threats in Southeast Asia.

e Information sharing challenges in ASEAN and partner countries.

e Overview of Good Practices in Watchlisting.

e Priorities and challenges in implementing passenger data analysis programs (API/PNR) in the ASEAN region and with partner
countries.

e Priorities and challenges for using watchlist data in border screening.

e Priorities and challenges for raising the global baseline of aviation security as required by UNSCR 2309.

¢ Priorities for future ARF expert meetings Towards ARF principles on aviation security and information sharing.
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MTCP — CBRNE: FIRST RESPONDER TRAINING PROGRAMME

Duration : 10 days

Date : 16 — 25 JUL 2019

Collaborator : Malaysia Technical Cooperation Programme (MTCP)
Participants : 30 local and foreign participants

Coordinator : Capt Sulaiman Sofian

Objective:

To enhance the knowledge and understanding of the participants on CBRNE threat and response mechanism for the First
Responders.

Learning Outcomes:

To define types of CBRNE elements & identify a CBRNE incident and the basic response mechanism;

To know the do’s and don’ts and other misconceptions pertaining to CBRNE incidents; and

To understand the CBRNE multi-agencies response mechanism and know the related equipment used by the various
responding agencies.

Module Contents:

Chemical Agents, Detection, Wind Anomalies, Indicators and Disseminators;

Biological Agents, Radiology, Nuclear & Basic of Explosives;

CBRNE Incident Response and Command Structure, Hazard Assessment, Decontamination Process & Personal Protective
Equipment (PPE);

Emergency Medical Response & Casualty Management;

Overview on CBRNE Terrorism;

Field Visits and Practical Exercises; and

MTCP Briefing.
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LEGAL FRAMEWORK ON COUNTER TERRORISM

Duration : 3 days

Date : 29 — 31 JUL 2019

Collaborator : ILKAP

Participants : 30 local participants
Coordinator : Mr. Ahmad Tajuddin Mohd Said

Objective:
e To enhance the knowledge of participants on the available legal instruments against terrorism in Malaysia and the world.

Learning Outcomes:

e Participants will have a better understanding on Counter Terrorism issues in Malaysia;

e Able to identify the issues and challenges on the Prevention of Terrorism Act (POTA), the Security Offences (Special Measures)
Act (SOSMA) and the Special Measure against Terrorism in Foreign Countries Act (SMATA)

Module Contents:

e Terrorism in Malaysia

e Discussion on the Penal Code, POTA,SOSMA and SMATA

e Issues and Challenges on investigation and prosecution of terrorism cases
e International Legal Framework
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ACTIVE SHOOTER RESPONSE

Duration : 5 days

Date : 5 -9 AUG 2019

Collaborator : PDRM & NCIS, United States
Participants : 30 local participants
Coordinator : Capt Sulaiman Sofian

Objective:

This seminar is designed for patrol officers that would be the first to respond to an active shooter or any other type of violent
crime which include terrorist threat. It is not designed for Hostage negotiation situations, or special weapons and tactics
situations.

Learning Outcomes:

Upon completion of the Active Shooter seminar the participant will obtain the necessary knowledge, skills and abilities to
function as a member of an Active Shooter Response Team.

Module Contents:

Case Studies (Terrorist threats in foreign countries)
Rapid Response

Apprehension

Introduction to Improvised Explosives

Tactical Communication

Active Shooter Weapons Fundamentals

Contact Team Movement

Active Shooter Rescue Team Movement

Bleeding Control

Penetrating Chest Wounds
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PREVENTION AND RESPONSE TO SUICIDE BOMBING INCIDENTS (PRSBI)

Duration : 5 days

Date : 19 — 23 AUG 2019
Collaborator : NCIS, United States
Participants : 30 local participants
Coordinator : Capt Sulaiman Sofian

Objective:

This course will provide participants with the knowledge and skills necessary to develop policies, procedures, training and
operational capabilities to deter, prevent, interdict, respond to and mitigate the effects of a suicide bombing.

Learning Outcomes:

Upon completion of the PRSBI course the participant will obtain the necessary knowledge, skills and abilities to respond to
cases especially in terrorist's suicide bombing.

Module Contents:

Course introduction.

Defining the suicide bombing threat from Terrorist organizations, case studies, evolution of suicide bombings, likely targets,
phases of suicide bombings, and psychological aspects of suicide bombers, how emergency organizations can disrupt terrorist
cells.

Information collection, indications and warnings.

Identify and discuss counter terrorist protective information, recognize common pre-attack indicators, post attack behavior,
interviewing techniques.

Legal and personal protection issues.

Justification for use of deadly force, minimum evacuation distances related to the 3 types of bomb devices, civil liability
pertaining to the use of deadly force, identify pre and post blast personal protection issues.
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ENHANCING PORT SECURITY AGAINST TERRORISM WORKSHOP

Duration : 5 days

Date : AUG 2019 (T.B.C)

Collaborator : Johor Port Authority & NCIS, United States.
Participants : 30 local participants

Coordinator : ASP Firman Adi Rahana Norsalim

Objectives:

To enhance knowledge and understanding of the participants on the various related terrorism issues and the implementation of
International Shipping & Port Security (ISPS) Code to keep ports safe from possible terrorist attacks.

Learning Outcomes:

To understand the current status of the threat and trend of terrorism and maritime terrorism as well as CBRNE Terrorism and
Cyber Terrorism and their implications and challenges on port security;

To understand protection of ports as an important asset under the National Critical Infrastructure;

To revise knowledge on the regulatory and training aspects of ISPS Code; and

To learn through the exchange of knowledge and experiences on the challenges, best practices and lessons learnt on port
security.

Module Contents:

Current threat and trend of Terrorism and Maritime Terrorism;

Understanding CBRNE Terrorism and Cyber Terrorism and their Challenges on Port Security;
Protection of Ports under the National Critical Infrastructure;

Compliance of the ISPS Code Against Terrorist Threat;

Challenges, Best Practices and Lessons Learnt on Enhancing Port Security;and

Port Visit.
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MTCP -WORKSHOP ON THE DYNAMIC OF YOUTH AND TERRORISM

Duration : 9 days

Date : 17 — 25 SEP 2019

Collaborator : Malaysia Technical Cooperation Programme (MTCP)

Participants : 30 local and foreign participants

Coordinator : Mr Ahmad Tajuddin Mohd Said & ASP Firman Adi Rahmana Norsalim

Objective:
e To create awareness among participating countries on the dynamics of youth and terrorism and to provide the participants with
platform to exchange views, experiences and possible solutions on how best to address the issue.

Learning Outcomes:

The participants will be able:

e To enhance their knowledge and understanding on various related aspects particularly on the psychological make-up and
behavioral patterns of youth that are susceptible to terrorism; and

e To learn through exchange of views and experiences on challenges, best practices and lessons learnt while having the
necessary tools to recommend best practices to their respective governments.

Module Contents:

e Understanding the Youth — Youth and their voice, Youth as Change Agents; and Youth and Identity Crisis;
e Understanding Youth and Terrorism: Why Educated Youth Choose Political Violence?;

e Current Trend of Youth Involvement in Violent Extremism:;

e Alternative To Violence;

e Country Presentations; and

e Field Visits.
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CBRNE FIRST RESPONDER TRAINING WORKSHOP FOR KTMB

Duration : 5 days

Date : 23 — 27 SEP 2019

Collaborator : Keretapi Tanah Melayu Berhad (KTMB)
Participants : 30 Participants from KTMB

Coordinator : Capt Sulaiman Sofian

Objective:
e To enhance the knowledge and understanding of the participants on CBRNE threats and response to CBRNE terrorist incidents
at the intermediate level.

Learning Outcome:

e To define the types of CBRNE elements;

e Toidentify a CBRNE incident and the basic response mechanism;

e To know the do’s, don’ts and other misconceptions pertaining to CBRNE incidents; and

e To understand the CBRNE multi-agencies response mechanism and know the related equipments used by the responsible
agencies.

Module Contents:

e Overview on key response tasks — Differences between basic level responders and intermediate level interveners; and

e Advanced Lessons and Practical Exercises on handling of all the CBRNE agents, including Devices and Methods of
Dissemination, Evidences and Sampling Methodologies; Donning of Protective Equipments and Decontamination Process;
Insertion into Incident Scene, the Recee Concept, Safety Procedure etc.
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CBRNE TERRORISM AWARENESS AND MEDICAL EMERGENCY CONSEQUENCE MANAGEMENT WORKSHOP

Duration : 3 days

Date : 30 SEP — 4 OCT 2019
Collaborator : Ministry of Health
Participants : 100 local participants
Coordinator : Capt Sulaiman Sofian

Objective:

e To provide participating medical officers and staff with enhanced knowledge and understanding on terrorism and CBRNE
terrorism as well as other issues related to medical emergency consequence management in a CBRNE incident situation.
Learning

Outcomes:

At the conclusion of the programme, participants will able:

e To update themselves with latest terrorism threat and CBRNE terrorism;

e To identify various CBRNE agents and understand their respective threat impacts to the life and health of the general public
including the responding medical staff;

e To have knowledge and better understanding of the multi-agency emergence response when facing a CBRNE incident;

e To prepare, plan and execute effective medical emergency response actions to counter CBRNE threat; and

e To have the networking to share knowledge views and experiences on best practices and challenges on CBRNE response.

Module Contents:

e About CBRNE Agents and Detection;

e Hazard Assessment , Decontamination and Personal Protective Equipment (PPE);
e Emergency Response to CBRNE Incidents and Blast Injury Management;

e Mass Casualty Incidents Management; and

e Field Visit and Practical Exercises.
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TRAINING OF TRAINERS (TOT) COUNTER TERRORISM FINANCIAL INVESTIGATION WORKSHOP - INTERMEDIATE

Duration : 5 days

Date : 8 — 11 OCT 2019

Collaborator : Australia

Participants : 11 local participants
Coordinator : Mr Ahmad Tajuddin Mohd Said

Objectives:
e To further enhance the local trainers understanding on the subject of terrorism financing at the intermediate level; and
e To further equip the local trainers with the necessary skills to become an effective trainer.

Learning Outcome:
The local trainers will produce a local intermediate level modules on terrorism financing.

Module Contents:

e Concepts and Differences of money Laundering and Terrorism Financing
e Abuse of Charities

e Cash Border Movements

e Role of Civil Society in Terrorism Financing

e Countering Shell Companies for Terrorist Funds

e Virtual Currencies

e Know Your Client (KYC)

e Customer Due Diligence (CDD)

¢ Risk based approach

¢ Indicators of suspicious activities commonly encountered
e Table Top Exercise

e Presentation Skills
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MANAGEMENT & REHABILITATION OF TERRORIST SUSPECTS WORKSHOP

Duration : 3 day

Date : 15-17 OCT 2019

Collaborator : Prison Department

Participants : 50 local and regional participants
Coordinator : ASP Mohammad Najib Zainal Abidin

Objectives:

To expose and educate participants on the general perspective of terrorism and counterterrorism and the implementation of
prevention, rehabilitation and de-radicalisation efforts on the terrorist offenders under detention.

Learning Outcomes:
At the conclusion of the programme, participants will be able:

To understand various issues related to terrorism and counter-terrorism;

To know the various aspects of prevention and rehabilitation of the terrorist offenders in prison; and

To understand the various methods and techniques on de-radicalisation and in countering the narratives of the terrorists in
prison.

Module Contents:

Current Terrorism Threat and other Terrorism-related issues;
Management of Terrorist Inmates from the Prison Authority’s perspective;
Rehabilitation of Terrorist Offenders from the Police Perspective;
Countering Terrorist’s Narratives;

Correcting the Militant and Extremist minds of the Terrorist Offenders; and
Field Visits.
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CBRNE FIRST RESPONDER TRAINING WORKSHOP

Duration : 5 days

Date : 21 — 25 OCT 2019

Collaborator : Department of Chemistry Malaysia
Participants : 30 Participants

Coordinator : Capt Sulaiman Sofian

Objective:
e To enhance the knowledge and understanding of the participants on CBRNE threats and response to CBRNE terrorist incidents
at the intermediate level.

Learning Outcome:

e To definethe types of CBRNE elements;

e Toidentify a CBRNE incident and the basic response mechanism;

e To know the do’s, don’ts and other misconceptions pertaining to CBRNE incidents; and

e To understand the CBRNE multi-agencies response mechanism and know the related equipments used by the responsible
agencies.

Module Contents:

e Overview on key response tasks — Differences between basic level responders and intermediate level interveners; and

e Advanced Lessons and Practical Exercises on handling of all the CBRNE agents, including Devices and Methods of
Dissemination, Evidences and Sampling Methodologies; Donning of Protective Equipments and Decontamination Process;
Insertion into Incident Scene, the Recee Concept, Safety Procedure etc.
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CRITICAL INFRASTRUCTURE PROTECTION WORKSHOP

Duration : 5 days

Date : 4 — 8 NOV 2019

Collaborator : In House Programme
Participants : 30 Participants

Coordinator : Mr Ahmad Tajuddin Mohd Said

Objective:

To enhance knowledge and understanding of the participants on the various related terrorism issues and the implementation of
appropiate legal guidance to keep countrie’s critical assets safe from possible terrorist attacks.

Learning Outcomes:

To understand the current status of the threat and trend of terrorism as well as CBRNE Terrorism and Cyber Terrorism and their
implications and challenges on maintaining critical infrastructure’s security;

To understand protection of infrastructure as an important asset under the National Critical Infrastructure; and

To learn through the exchange of knowledge and experiences on the challenges, best practices and lessons learnt on
infrastructure security.

Module Contents:

Current threat and trend of Terrorism;

Understanding CBRNE Terrorism and Cyber Terrorism and their challenges;

Protection of assets under the National Critical Infrastructure;

Challenges, Best Practices and Lessons Learnt on Enhancing critical infrastructure protection;and
Site Visit.
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WORKSHOP ON ROLE OF MEDIA IN CVE & RADICALIZATION LEADING TO TERRORISM

Duration : 5 days

Date : TBC

Collaborator : Malaysian Press Institute & US Embassy in Kuala Lumpur
Participants : 30 Participants

Coordinator : Capt Sulaiman Sofian

Objective:

e To explore the challenges that the media faces in reporting on violent extremism and terrorism.

e To impress upon the role of media in formulating credible reports on the consequences of terrorism, the underlying aims and
the motivations of terrorists, and at the same time to create awareness and to initiate inclusive debates within the society
regarding the problems that may lead to violent extremism as well as their solutions.

Learning Outcome:

e Participants will be inform on the current threat of terrorism in Malaysia, the operations and the statistic of arrests by Royal
Malaysia Police (RMP).

e Participants will be given opportunity to visit and get the first-hand experience in bomb explosion demonstration by the RMP
and will be brief on how Unit Pemusnah Bom (UPB) under RMP responses to any bomb threat, type of IEDs and the
substances that can be easily assess by public to make a IEDs bomb.

e Participants also will be exposed on the aspect of reporting and writing news pertaining to terrorism issues which it could also
be used as a tool to counter the propaganda of terrorist’s narratives.

Module Contents:

e Current threat and trend of Terrorism;

e Understanding CBRNE Terrorism and Cyber Terrorism;

e Understanding Daesh’s narratives;

e Understanding specific characteristics of the target audience;
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Developing critical thinking and build a ‘mental firewall’, and;
Developing counter-narratives as a response.
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