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1 introduction

THE SOUTHEAST ASIA REGIONAL CENTRE
FOR COUNTER-TERRORISM (SEARCCT)

SEARCCT

he Southeast Asia Regional Centre for Counter-Terrorism (SEARCCT) was officially launched on 1
July 2003 by the then Minister of Foreign Affairs, Malaysia, the Honourable Dato’ Seri Syed Hamid
Albar.

SEARCCT serves as a leading centre in the Southeast Asian region to train and enhance the capacity of
enforcement, security and government officials in collaboration with established think-tank institutions
and international organisations. The Centre also promotes Malaysia’s perspective on how best to deal
with terrorism and the promotion of a comprehensive approach to counter-terrorism.

SEARCCT has also utilised various training courses, conferences, and forums to discuss and disseminate
the urgency to have a multi-pronged and multi-faceted approach in countering terrorism. In implementing
its mission, SEARCCT has identified seven flagships. These flagships are Legal and Investigation, CBRNE
and Crisis Management, Aviation, Maritime and Transport Security, Cyber Terrorism, Prevention and
Rehabilitation, Terrorism Financing and lastly Youth and Terrorism. From August 2003 to November
2010, a total of 82 training courses were conducted with 2,650 local and foreign officials participating.
Programmes also included practical and simulation exercises designed to add value and provide an
interesting learning experience for the participants.




For 2011, SEARCCT has taken the initiative to further improve its programme syllabus, enhance existing
cooperation with the relevant institutions, and establish new links with international and regional
organizations, such as the UN and ASEAN. The programmes developed by SEARCCT will focus on
existing and future threats perceived and cater to the needs of its clientele.

Though the Prospectus reflects collaboration with only several countries, additional names will be included
in SEARCCT’s website once their partnership is confirmed.

Vision
“To be a regional centre of excellence in training and research on counter-terrorism”.

Mission

The Centre aims to achieve its vision based on the following:

« To develop a capable and vigilant counter-terrorism centre in Southeast Asia through quality and
comprehensive capacity building programmes.

« To promote public awareness and disseminate information on the threat of terrorism and measures
taken to counter it.

« To become a centre for reference on terrorism and counter-terrorism in cooperation with local and
international agencies through research efforts.

« To foster mutual cooperation, research, understanding and networking amongst regional and
international organisations in the field of counter-terrorism.

SEARCCT




Objectives

To develop and organise a comprehensive capacity building and public awareness programmes on
counter-terrorism.

To produce quality research materials on relevant terrorism and counter-terrorism matters for
publication.

To promote information and knowledge-sharing through its Web Portal and Database.

To deliver an effective administration for the success of its activities.

Focus of Activities

Efforts in capacity building through programmes organised for its participants to upgrade their
knowledge and skills in counter-terrorism measures as well as establishing network for further
cooperation.

Creating public awareness by addressing NGOs, the private sector and the public on counter-
terrorism issues.

To improve the Centre’s Web Portal and Database by providing up-to-date information on current
issues for publication and information gathering purposes on terrorism, terrorist organisations, counter-
terrorism measures etc.

SEARCCT
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FACILITIES

Facilities at SEARCCT:

* Library
* Meeting Rooms
*  Web Portal
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schedule of programmes for 2011

SER PROGRAMMES DATES PARTICIPATION
1 | Seminar on the Dynamics of Youth and Terrorism 21to 23 Feb 2011 Malaysian &
International
2 | Chemical and Explosive System Exploitation (CESE) | 28 Feb to 4 Mar 2011 Malaysian
3 | Enhancing Port Security 28 to31 Mar 2011 Malaysian
4 | CBRNE Terrorist Incident Response 25 to 28 Apr 2011 Malaysian
5 | Terrorism 101 11 and 12 May 2011 Malaysian
6 | Counter-Terrorism: Prevention, Rehabilitation and De 8to 16 June 2011 Malaysian &
Radicalisation International
Chemical and Explosive System Exploitation (CESE) 27 to 30 June 2011 Malaysian
CBRNE Terrorist Incident Response 25 to 28 Jul 2011 Malaysian
9 | Terrorism Financing Investigation 12 to 14 Sept 2011 Malaysian &
International
10 | Chemical and Explosive System Exploitation (CESE) 26 to 29 Sept 2011 Malaysian
11 | lllegal Transfer of Small Arms and Light Weapons 3to7 Oct 2011 Malaysian &
International
12 | Seminar on Human Trafficking 17 to 21 Oct 2011 Malaysian &
International
13 | Cyber Terrorism 28 Novto 1 Dec 2011 | Malaysian &
International
14 | Terrorism 101 7 and 8 Dec 2011 Malaysian

SEARCCT




SEMINAR ON THE DYNAMICS OF YOUTH AND TERRORISM

Duration : 4 days

Date : 21 to 24 February 2011

Collaborating Agency : Japan - ASEAN Integration Fund (JAIF)

Participants : Law enforcement officials and officials dealing with youth
Coordinator : Mr Ahmad Tajuddin Mohd Said

Objective:

To assess the efforts undertaken by ASEAN members in dealing with youths who are susceptible to terrorism
and to understand the psychological make-up and behavioural patterns of the youths.

Learning Outcomes:

The desired outcome of the seminar would be to provide the participants with the necessary tools to
recommend to their respective governments on how to deal with the involvement of youths in acts of
terrorism and being influenced to join these groups.

Seminar Content:

The focus of the seminar would be to provide participants with the avenue to learn, exchange views and
ideas and suggest solutions on how best to severe, or at least reduce the involvement of youths in acts of
terrorism.

SEARCCT
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CHEMICAL AND EXPLOSIVE SYSTEM EXPLOITATION (CESE)

Duration : 4 days

Date : 28 February to 4 March 2010

Collaborating Agency : High Commission of Canada

Participants : First responder and officials dealing with crisis management
Coordinator : Lt Col Mohd Faiz Ahmad

Obijective:

To prepare policy makers and specialists to plan and respond to a CESE incident.

Learning Outcomes:

» Define a CESE terrorist incident.

* List reasons terrorists might consider using CESE material.

« List limitations and disadvantages for the terrorist use of CESE material.
* Identify likely targets of a terrorist attack.

 Describe some of the misconceptions regarding CESE incidents.

» Describe a CESE response structure.

« Describe in general terms, incident stages.

* Describe in general terms, key response tasks.

Course Content:

« Chemical warfare, history and agents.

« Detection and personal protective equipment.

«  Wind anomalies.

* Munitions.

« Explosives and blast physic.

« Chemistry of explosives.

« Detonators, triggers and Improvised Chemical Devices.

13 | SEARCCT




ENHANCING PORT SECURITY

Duration : 4 days

Date : 28 to 31 March 2011

Collaborating Agency : In-house

Participants : Officials involved with the security aspect in ports
Coordinator : Supt Tan Kwang Seng

Objective:

To provide participants with knowledge and understanding to analyse port security at ports and employ
measures to protect these sites from terrorist attacks.

Learning Outcomes:

At the conclusion of the course, participants will be able to:

+ Study the current practices in port security in Malaysia.

+ Identify areas of weaknesses or potential targets of terrorists.

* Provide recommendations and suggestions on how to counter such weaknesses.

Course Content:

» Terrorism in general perspective.

» Physical surveillance.

« Identification and evaluation of critical assets and infrastructures.

+ Identification of the threats to these assets and infrastructures.

+ Identification of security resources.

» Proactive processes and procedures to interdict terrorist organisations.
» Training exercises.

SEARCCT
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CBRNE TERRORIST INCIDENT RESPONSE

Duration : 4 days

Date : 25to 28 April 2011

Collaborating Agency : High Commission of Canada

Participants : First responder and officials dealing with crisis management
Coordinator : Lt Col Noordin Hashim

Obijective:

To prepare policy makers and specialists to plan and respond to a CBRNE terrorist incident.

Learning Outcomes:

At the conclusion of the course participants will be able to:

» Define a CBRNE terrorist incident.

* Identify likely targets of a terrorist attack.

» Describe some of the misconceptions regarding CBRNE incidents.
* Describe a CBRNE response structure.

« Describe in general terms, incident stages.

» Describe in general terms, key response tasks.

Course Content:

* CBRNE Response Overview

» CBRNE Assessment — Incident Recognition
 Personal Protection

« Control the Situation

« Casualty Management

SEARCCT



TERRORISM 101

Duration : 2 days

Date : 11 and 12 May 2011

Collaborating Agency : In-house

Participants : Local and foreign officials at supervisory and operational levels
Coordinator : Mr Ahmad Tajuddin Mohd Said

Obijective:

To provide participants with an overview on terrorism and counter-terrorism.

Learning Outcomes:

At the conclusion of the course , participants will:

 Better understand the issues of terrorism and counter-terrorism.
« Be updated on the latest development in counter-terrorism.

Course Content:

 Introduction to terrorism.

« Malaysia’s experience and position on terrorism and counter-terrorism.
« Terrorist groups in Southeast Asia.

* Cyber-terrorism.

» Terrorist financing.

* Youth and terrorism.

« Psy-war and psy-ops in counter-terrorism.
« Suicide bombing.

« Terrorism at sea.

« Case Studies.

» Group exercise.

SEARCCT | 16
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COUNTER-TERRORISM: PREVENTION, REHABILITATION
AND DE-RADICALISATION

Duration : 9 days

Date : 8to 16 June 2011

Collaborating Agency : Malaysian Technical Cooperation Programme (MTCP)

Participants : Officials involved in the detention and rehabilitation of terrorist suspect
Coordinator : Supt Tan Kwang Seng

Obijective:

To expose and educate participants on the general perspective of terrorism and counter-terrorism and the
implementation of prevention, rehabilitation and de-radicalisation programme.

Learning Outcomes:

At the conclusion of the course, participants will achieve better understanding on:
* Issues related to terrorism and counter-terrorism.

« Aspects of prevention and rehabilitation.

« De-radicalisation to counter-terrorism activities.

Course Content:

« Malaysia’s experience and perspective on terrorism.
 International Conventions and Protocols related to terrorism.

« Domestic legal framework on terrorism.

« Human rights of detainees terrorist and militants.

* Management of detainees terrorist and militants.

* The approaches and method used in the de-radicalisation process.

SEARCCT



CHEMICAL AND EXPLOSIVE SYSTEM EXPLOITATION (CESE)

Duration : 4 days

Date : 27 to 30 June 2011

Collaborating Agency : High Commission of Canada

Participants : First responder and officials dealing with crisis management
Coordinator : Lt Col Mohd Faiz Ahmad

Obijective:

To prepare policy makers and specialists to plan and respond to a CESE incident.

Learning Outcomes:

» Define a CESE terrorist incident.

* List reasons terrorists might consider using CESE materials.

« List limitations and disadvantages for the terrorist use of CESE materials.
* Identify likely targets of a terrorist attack.

 Describe some of the misconceptions regarding CESE incidents.

» Describe a CESE response structure.

« Describe in general terms, incident stages.

» Describe in general terms, key response tasks.

Course Content:

« Chemical warfare, history and agents.

« Detection and personal protective equipment.

«  Wind anomalies.

* Munitions.

» Explosives and blast physic.

« Chemistry of explosives.

« Detonators, triggers and Improvised Explosives Chemical Devices.

SEARCCT | 18




CBRNE TERRORIST INCIDENT RESPONSE

Duration : 4 days

Date : 25to 28 July 2011

Collaborating Agency : High Commission of Canada

Participants : First responder and officials dealing with crisis management
Coordinator : Lt Col Noordin Hashim

Obijective:

To prepare policy makers and specialists to plan and respond to a CBRNE incident.

Learning Outcomes:

» Define a CBRNE terrorist incident.

* Identify reasons terrorist might consider using CBRNE materials.

« List limitations and disadvantages using CBRNE materials.

* Identify likely targets of a terrorist attack.

» Describe some of the misconceptions regarding CBRNE incidents.
* Describe a CBRNE response structure.

* Describe in general terms, incident stages.

» Describe in general terms, key response tasks.

Course Content:

* CBRNE Response Overview

» CBRNE Assessment — Incident Recognition
 Personal Protection

« Control the Situation

« Casualty Management

19 | SEARCCT




TERRORISM FINANCING INVESTIGATION

Duration : 3 days

Date : 12 to 14 September 2011

Collaborating Agency : Embassy of the Republic of France
Participants : Officials involved in financial investigation
Coordinator : Supt Tan Kwang Seng

Obijective:

To promote better understanding and awareness on how to conduct substantive financial investigations.

Learning Outcomes:

At the completion of the course, the participants will be able to:

« Define financial crimes.

« Define the financial aspect in major crime investigations.

« Conduct a financial investigation

« Define the different types of methodologies of financial crimes.

« Gather evidence, investigational methods and techniques, and utilise the various sources of
information.

Course Content:

« Crimes for profit.

* Money laundering and terrorist financing techniques.
 Principles of Major Case Management (MCM).
 Investigative techniques.

 Financial and criminal intelligence analysis.

SEARCCT | 20




CHEMICAL AND EXPLOSIVE SYSTEM EXPLOITATION (CESE)

Duration : 4 days

Date : 26 to 29 September 2010

Collaborating Agency : High Commission of Canada

Participants : First responder and officials dealing with crisis management
Coordinator : Lt Col Mohd Faiz Ahmad

Obijective:

To prepare policy makers and specialists to plan and respond to a CESE incident.

Learning Outcomes:

» Define a CESE terrorist incident.

* List reasons terrorists might consider using CESE material.

« List limitations and disadvantages for the terrorist use of CESE material.
* Identify likely targets of a terrorist attack.

» Describe some of the misconceptions regarding CESE incidents.

» Describe a CESE response structure.

+ Describe in general terms, incident stages.

» Describe in general terms, key response tasks.

Course Content:

« Chemical warfare, history and agents.

+ Detection and personal protective equipment.

*  Wind anomalies.

* Munitions.

» Explosives and blast physic.

« Chemistry of explosives.

« Detonators, triggers and Improvised Chemical Devices.
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ILLEGAL TRANSFER OF SMALL ARMS AND LIGHT WEAPONS (SALW)

Duration : 4 days

Date : 3to 7 October 2011

Collaborating Agency : UNODA

Participants : Officials from enforcement agencies
Coordinator : Lt Col Noordin Hashim

Obijective:

To provide knowledge and understanding on the approach and procedures to counter illegal transfer of
SALW.

Learning Outcomes:

At the completion of the course, participants would be able to:

* Identify the approaches to prevent the illegal transfer of SALW.

* Understand the procedures involved in the management and safe keeping of SALW.

Course Contents:

 Legislations, Regulations and Administrative Procedures.
« Law Enforcement and Criminalisation.

« Terrorism and Transnational Crime.

 Stockpile Management and Security.

« Marking, Record Keeping and Tracing.

SEARCCT
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SEMINAR ON HUMAN TRAFFICKING

Duration : 4 days

Date : 17 to 21 October 2011

Collaborating Agency : Embassy of the Republic of France

Participants : Officials involved in border security and law enforcement
Coordinator : Supt Tan Kwang Seng

Obijective:

To enhance the skills and knowledge in countering human trafficking.

Learning Outcomes:

« Understand the importance of countering human trafficking.

« Understand the legal mechanism and response to human trafficking.

« Learn from the experiences of other countries.

« To enhance the capabilities in developing the sources and information process.

Seminar Contents:

« General overview on the threat of human trafficking.

« Identifying the major sources attribute to human trafficking.
 Legal aspect of human trafficking.

« Human trafficking modus operandi.

« Gathering and developing the source of information.

+ Case studies.
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CYBER TERRORISM

Duration : 4 days

Date : 28 November to 1 December 2011

Collaborating Agency : UNODC

Participants : Officials related to cyber security and law enforcement agencies
Coordinator : Lt Col Mohd Faiz Ahmad

Objective:

To provide participants with knowledge and skills required to deal with computer-related terrorist activities
and information technology security issues, especially in the area of protecting government infrastructure
and threats posed by cyber terrorism.

Learning Outcomes:
At the conclusion of the course, participants will be able to:

Address issues related to the identification, prevention, investigation and prosecution of cyber related
acts of terrorism and criminal incidents.

Be exposed to laws related to cyber terrorism and cyber crime.

Conduct law enforcement operations relating to computer and information technology security.
Identify critical national infrastructure and the threats posed by cyber terrorism.

Understand the need to monitor and protect government network components.

Examine vulnerabilities that could cause disruptions.

Course Content:

Computer crime and information technology security.

Current laws surrounding cyber terrorism and cyber crime.
Threats posed to critical national infrastructure.

Monitoring and protection of government network components.

SEARCCT
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TERRORISM 101

Duration : 2 days

Date : 7 and 8 December 2010

Collaborating Agency : In-house

Participants : Local and foreign officials at management level

Coordinator : Mr Ahmad Tajuddin Mohd Said

Obijective:

To provide participants with an overview on the subject of terrorism and counter-terrorism and issues
related to it.

Learning Outcomes:

At the conclusion of the course, participants will:

« Understand the issues of terrorism and counter-terrorism.

« Be updated on the latest development in counter-terrorism.

Course Content:

 Introduction to terrorism.

« Malaysia’s experience and position on terrorism and counter-terrorism.
 Terrorist groups in Southeast Asia.

* Cyber-terrorism.

 Terrorist financing.

* Youth and terrorism.

« Psy-war and psy-ops in counter-terrorism.
« Suicide bombing.

« Terrorism at sea.

« Case Studies.

* Group exercise.

25 | SEARCCT




26 programmes held in 2010

Introduction

Since its inception in 2003, SEARCCT has successfully conducted 82 capacity building programmes
and 16 public awareness programmes for officials from both within and outside the region. In 2010, 20
programmes were held. They are as follows:

Capacity Building Programmes

1. Course : CBRNE INTERNATIONAL INCIDENT
RESPONSE
Collaborator : Canadian High Commission
Date & Venue : 8 to11 February 2010.
May Tower Hotel,
Kuala Lumpur
Participants  : 28 local participants

2. Course : HANDLING DETAINEES IN DETENTION
Collaborator  : Prison Department
Date & Venue : 5 to 8 April 2010
Institute of Diplomacy and Foreign Relation,
Kuala Lumpur
Participants  : 22 local participants
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Seminar
Collaborator

Date & Venue

Participants
Course
Collaborator
Date & Venue
Participants
Course

Collaborator
Date & Venue

Participants

: ASIA PACIFIC AVIATION SECURITY
: British High Commission

New Zealand High Commission

: 21 to 25 June 2010

Equatorial Hotel,
Kuala Lumpur

: 28 local and foreign participants

: EMERGENCY MANAGEMENT EXERCISE

DESIGN (EMED)

: Embassy of the United States of America
: 14 to 23 June 2010

Sheraton Imperial Hotel,
Kuala Lumpur

: 22 local participants

: MANAGING TERRORISTS IN PRISON
: Prison Department
: 19 to 22 July 2010,

Kuala Lumpur International Hotel,
Kuala Lumpur

: 20 local participants

SEARCCT



Course
Collaborator
Date & Venue
Participants
Course
Collaborator
Date & Venue
Participants

Workshop

Collaborator

Participants

: ENHANCING PORT SECURITY
: In-house

: 27 to 29 September 2010,

May Tower Hotel,
Kuala Lumpur

: 25 local and foreign participants

: CBRNE TERRORISM INCIDENT RESPONSE
: Canadian High Commission
: 11 to 14 October 2010,

May Tower Hotel,
Kuala Lumpur

: 30 local participants

: MONEY LAUNDERING AND ITS LINK TO

HUMAN TRAFFICKING

: Embassy of the Republic of France
Date & Venue :

25 to 27 October 2010,
Lanson Place,
Kuala Lumpur

: 28 local and foreign participants

SEARCCT
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10.

11.

Seminar
Collaborator
Date & Venue
Participants
Seminar
Collaboration
Date & Venue
Participants
Course
Collaboration

Date & Venue

Participants

: TERRORISM FINANCING
: Central Bank and Embassy of the Republic of France
: 27 to 29 October 2010,

Lanson Place,
Kuala Lumpur

: 30 local participants

: TERRORISM FINANCING
: Australian High Commission
: 2 and 3 November 2010,

Equatorial Hotel,
Kuala Lumpur

: 70 local and foreign participants

: CHEMICAL AND EXPLOSIVE SYSTEM

EXPLOITATION

: Canadian High Commission
: 29 November to 2 December 2010,

Grand Seasons Hotel,
Kuala Lumpur

: 30 local participants

SEARCCT



Public Awareness Programmes

1.

Round Table Talk
Collaborator
Penalist

Date & Venue

Public Lecture

Collaborator
Speaker
Date & Venue

Round Table Talk

Collaborator
Penalist
Date & Venue

: CURRENT THREATS IN MALAYSIA
: Royal Malaysian Police

: DCP Dato’” Abd Hamid bin Bador

: 13 January 2010,

Southeast Asia Regional Center
for Counter-Terrorism, Kuala Lumpur

: COUNTER-TERRORISM MEASURES IN

SOUTHEAST ASIA

: Philipine Institute of Peace
: Prof Rommel C. Banlaoi
: 24 February 2010,

Institute of Diplomacy and Foreign
Relation, Kuala Lumpur

: "DR AZAHARI AND NORDIN MAT TOP:

AS | KNEW THEM”

: Malaysia University of Technology
: Dr Azmi Hassan
: 2 March 2010,

Institute of Diplomacy and Foreign
Relation, Kuala Lumpur

SEARCCT
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Round Table Talk
Collaborator

Penalist
Date & Venue

Public Lecture

Collaborator
Speaker
Date & Venue

Brief

Collaborator
Speaker
Date & Venue

: THE AUSTRALIAN PERCEPTION AND

RESPONSE TOWARDS CYBER SECURITY

: Australian Government’s Attorney General’s

Chamber

: Mr Greg Mazzone
: 28 April 2010,

Southeast Asia Regional Center
for Counter-Terrorism, Kuala Lumpur

: SHARING OF INTELLIGENCE AND THE

ROLE OF THINK TANKS

: Embassy of the Republic of France
: Mr Andre Michel Ventre
: 29 June 2010,

Institute of Diplomacy and Foreign Relation,
Kuala Lumpur

: TERRORISM: THE CURRENT SITUATION

IN MALAYSIA

: Royal Malaysian Police
: DSP Mohd Zaini bin Mohd Akhir
: 20 August 2010,

Institute of Diplomacy and Foreign Relation,
Kuala Lumpur

SEARCCT



Public Lecture
Collaborator
Speaker

Date & Venue

Public Lecture

Collaborator
Speaker
Date & Venue

Public Lecture

Collaborator
Speaker
Date & Venue

: TERRORISM: PAST, PRESENT AND FUTURE
: Embassy of the Republic of France

: Dr Gerard Chaliand

: 24 September 2010,

Institute of Diplomacy and Foreign Relation,
Kuala Lumpur

: TERRORISM IN INDONESIA AND CHALLENGES

OF DISENGGAGEMENT, DE-RADICALISATION
AND REHABILITATION

: National University of Singapore
: Prof Dr Bilveer Singh
: 15 October 2010,

Southeast Asia Regional Centre
for Counter-Terrorism, Kuala Lumpur

: LESSON LEARNT FROM FRANCE'S

EXPERIENCE IN PROSECUTING CASES
RELATED TO TERRORISM

: Embassy of the Republic of France
: Judge Jean Louis Bruguire
: 27 October 2010,

Institute of Diplomacy and Foreign Relation,
Kuala Lumpur

SEARCCT
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33 searcct’s publications

Aviation Security in Malaysia

The study was conducted by Mr Thomas Koruth Samuel. It is an attempt to
assess and identify areas within Malaysia’s aviation industry that could be
vulnerable and would be likely targets to be exploited by terrorists. Published
in 2008, Mr Thomas is currently the Director of Research, SEARCCT.

SEARCCT'S
SEARCCT’S Selection of Articles, Volume 1 i i
Volume 1 was published in 2009. Containing four articles generally focusing rerEs
on Islamophobia and issues related.

SEARCCT’S Selection of Articles, Volume 2
Volume 2, containing nine articles, was published in 2010. The topics were
related to counter-terrorism and current trends in international terrorism.

SEARCCT
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